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A. Purpose 
 

The purpose of this policy is to establish general privileges, responsibilities and restrictions in the use of 
County Technology Resources by County Employees so that the value of these resources is maximized.  
This policy supports and permits use of County Technology Resources that is consistent with the law, 
Maricopa County business strategies, individual department goals, contracted deliverables, and the  
efficient and effective delivery of services to Maricopa County citizens. 

 
 

B. Definitions 
 

Acceptable Use: a use of County Computing Resources that is authorized and meets County 
policies. 
 
Authorized Use: a use of County Computing Resources that is (1) performed according to those 
designated duties listed within an employee’s job description or as assigned by an employee’s 
supervisor or as necessary to carry out the daily duties of the job; or (2) required by a non-employee 
working for a vendor to satisfy the services contracted by the County; or (3) required by a non-
employee working for another outside organization under an Inter- Governmental Agreement (IGA) to 
satisfy the duties or services in the agreement. 
 
Authorized Users: all individuals approved to use County Technology Resources. These include 
County employees (including temporary employees), non-employees providing services or products 
to the County (e.g. suppliers on contract) and/or non-employees who are given access to County 
data (e.g. suppliers on contract or outside organizations with IGA’s). 
 
County Technology Resource (County Computing Resource): any computing device, peripheral, 
software, information technology (IT) infrastructure, electronic data or related consumable (e.g. paper, 
disk space, central processor time, network bandwidth) owned or controlled by the County. 
 
Department Head: the Elected Official, Presiding Judge, or Appointed Department Director serving as 
the responsible party for conducting business on behalf of the County. 
 
IT Infrastructure: in the context of this policy, includes local and wide area networks (LAN and WAN), 
communications equipment, hardware (including FAX and telephones), communications software  
(including the Internet, Intranet, and bulletin board access software), and VPN and/or RAS capabilities for 
remote access and data distribution. 
 
Improper Use: use of County Computing Resources for illegal, inappropriate, obscene, political, or  
personal gain purposes. Illegal activity is defined as a violation of local, state, and/or federal laws.   
Inappropriate use is defined as a violation of the intended use of the IT Infrastructure and County 
Computing Resources and/or purpose and goal.  Obscene activity is defined as a violation of generally  
accepted social standards for use of a publicly owned and operated communications vehicle.  
 
Network: a System of interconnected County Technology Resources designed to facilitate the sharing of 
devices and information among local and remote electronic systems used by authorized users.  
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C. Policy 
 

Maricopa County Technology Resources are intended to be used for Maricopa County business 
purposes and are to be used to carry out the responsibilities associated with performance of County  
employment, County awarded contracts, or approved IGAs.  Limited use of County Computing 
Resources for personal needs is permitted as long as such use is consistent with established County 
and department policy, and does not inhibit either governmental or administrative use. 
 
Authorized users shall not use County Computing Resources for illegal, inappropriate, or obscene 
purposes, or in support of such activities.  Use of County Technology Resources for political or  
personal gain is also prohibited.   
 
The County may restrict the use of specific County Computing Resources through additional policies  
and standards.  Individual departments within the County may further restrict the use of their County 
Computing Resources through their own supplemental department policies, standards, guidelines 
and procedures. 
 
All use of County Technology Resources for electronic communication must present Maricopa County in 
a manner that preserves the County’s good reputation and high standards of professionalism.  Any  
electronic communication that constitutes a significant representation of Maricopa County to the Public,  
must be approved by the appropriate County Department Head or their designee.  Consequently, any 
electronic communication discovered on a County site that is deemed inappropriate and/or has not been 
approved will be disconnected, with any incurred charges billed to the owning department.  Alternatively, 
the owning department’s web site may be disconnected from the County site until compliance is  
achieved. 
 
Distribution and retention of any information accessed through County Computing Resources must  
follow County policy, Public Record Laws, and all state and federal regulatory requirements. 
 
Improper use of County Technology Resources or any violation of this policy may result in disciplinary 
action up to and including termination of employment or contract status.  Unacceptable usage is just 
cause for taking disciplinary action, suspension or reduction of computer privileges, revoking  
networking privileges, initiating legal action (civil or criminal), or notifying the appropriate authorities 
for further action. 
 
The County shall have software and systems in place that monitor and record computer usage.  Every 
computer site visited, including on the Internet/Intranet or email system, must be traced back to the 
originator.  The County is able and reserves the right to monitor all traffic on the network, including but 
not limited to Internet/Intranet and email use, at any time, without prior notice or warning to the user.   
Anyone using County Computing Resources has no expectation of privacy in the use of these tools or 
any content therein. 

 
Examples of Unacceptable Use:    
(The following provides some examples of, improper uses of County Computing Resources.  Improper 
use of County Computing Resources is not limited to these examples.) 

 
Pursues illegal activities such as anti-trust or libel/slander. 

 
Violates copyrights (institutional or individual) or other contracts (license agreements). (e.g.  
downloading or copying of data or software or music that is not authorized or licensed). 
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Knowingly, or with willful disregard, initiates activities that disrupt or degrade network or system 
performance, or that crashes the network or other systems or that wastefully uses the finite County  
Computing Resources. 

 
Uses the County Computing Resources for fraudulent purposes. 

 
Performs gambling activities or other illegal schemes (e.g. pyramid, chain letters, etc.).  

 
Steals intellectual property, data or County Computing Resources. 

 
Misrepresents another user’s identification (forges or acts as), or gains or seeks to gain non-
authorized access to another user’s account/data or the passwords of other users, or vandalizes 
another user’s data. 

 
Views, retrieves, saves, or prints text or images of a sexual nature or containing sexual innuendo  
(e.g. accessing adult oriented sites or information via the Internet/Intranet).  

 
Invades systems, accounts, and networks to obtain non-authorized access to and/or to do damage 
(hacking).  This includes non-authorized scans, probes, or system entries. 

 
Intentionally intercepts and modifies the content of a message or file originating fro m or belonging to 
another person or computer with the intent to deceive or further pursue other illegal or improper  
activities. 

 
Knowingly or with willful disregard propagates destructive programs into County Computing 
Resources (e.g., worms, viruses, parasites, trojan horses, malicious code, email bombs, etc.). 

 
Uses County Computing Resources to conduct commercial or private business transactions, or 
supports a commercial/private business other than County business (e.g. using fax machines or 
telephones to further an employee’s commercial/private business endeavors). 

 
Promotes fundraising or advertising of non-County organizations that have not been pre-approved. 

 
Generates or possesses material that is considered harassing, obscene, profane, intimidating or 
threatening, defamatory to a person or class of persons, or otherwise inappropriate or unlawful 
including such material that is intended only as a joke or for amusement purposes. 

 
Discloses protected County data (confidential, private, or best interest) via County Computing 
Resources without proper authority. 

 
Fails to comply with the instructions from appropriate County staff to discontinue activities that 
threaten the operation or integrity of County Computing Resources, or are deemed inappropriate, or 
otherwise violate this policy. 

 
 

D. Authority and Responsibilities: 
 

All Authorized Users: 

Are responsible for understanding and adhering to this policy. 
Should understand that any login to or access of any County Computing Resources constitutes 
their acknowledgement and acceptance of all County IT related policies. 
Must sign and submit an Acceptable Use Acknowledgement Form. 
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Must declare their identity and declare their affiliation with Maricopa County whenever County 
Computing Resources are used. 
Should understand that using County-provided equipment and software has no expectation of 
privacy in the use of these tools or any content therein.  
Are required to keep all electronic communications professional and follow established policies 
regarding workplace professionalism. 
Are responsible to protect and secure their County Computing Resources from non-authorized or 
improper use.  
Are responsible for following and adhering to the “use” restrictions of any external organization  
that they access or interface with. 
Who encounter or receive any material that violates this policy must immediately report the  
incident to the employee’s supervisor and notify the sender that such communication is prohibited 
under County policy.   
Believing that any of their accounts have been tampered with in any way, are responsible for 
contacting their PC/LAN Manager or designee via the most expedient means possible.  
 

The County (Department Heads):  

Shall monitor departmental use of its own County Computing Resources, at any time, without 
prior notice or warning to any user of its County Computing Resources. 
May investigate excessive network traffic or bandwidth usage (high browser use or message  
volume) for improper use of Maricopa County Technology Resources. 
May request access to email, Internet/Intranet and/or other County Technology Resource usage 
information for their organization at any time to ensure compliance with this policy (request must be  
made by Elected Officials, Presiding Judge, or Appointed Department Directors).  
Are responsible for identifying the authorized users of County Technology Resources. 
Are responsible to ensure compliance with this policy. 
Are responsible for initiating the approved County “Acceptable Use” banner for all their entry 
points into County Computing Resources (see approved County Acceptable Use Banner that 
includes a link to this policy – A2609). 
Are responsible for defining approved agency business and network utilization practices.  
Are responsible for providing acceptable use training to their employees. 
Shall notify the Office of the Chief Information Officer (OCIO), Internal Audit (IA), and the Network 
Security Officer (NSO) of any suspected violation of this policy upon discovery.  
Shall initiate the appropriate disciplinary action to respond to violations of this policy.  
 

The Office of the Chief Information Officer: 

Will coordinate requests for technology usage information that involves enterprise servers or  
enterprise application services or non-employees. 
Will facilitate, if appropriate, the utilization of external resources including civil or criminal 
investigators to examine suspected violations (unless the department has its own email system). 
Will review this policy on an annual basis with IA and NSO. 

  
The Network Security Officer: 

Will coordinate with all departments on the development of their own internal policies, standards, 
guidelines and procedures for acceptable use. 
Will coordinate with all County IT departments to insure that they have software and systems in 
place that can monitor, record and report computer usage. 
Will develop standards, guidelines and procedures to support this policy.  
Will develop training and orientation materials for all employees, suppliers, and other parties who  
use County Technology Resources. 
Will report to executive management on acceptable use. 

 
 



Number: A2609 Maricopa County Policy 
Acceptable Use of County Technology Resources Revision: 2 

 
 

Page 5 of 7 

Internal Audit: 

Will evaluate departmental policies, standards, guidelines and procedures on acceptable use.  
Will establish criteria and procedures for auditing acceptable use.  
Will perform periodic annual audits on acceptable use. 

 
 

E. Related Documents: 
 

Refer to Procedure – N/A 

Refer to Standard – N/A 

Refer to Guideline – N/A 
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MARICOPA COUNTY ACCEPTABLE USE OF COUNTY TECHNOLOGY 
RESOURCES POLICY ACKNOWLEDGMENT 

 
 
I acknowledge that: 
 
 I have received, read, understand and agree to abide by the Acceptable Use for County 

Technology Resources Policy.   
 
I understand that a copy of this signed Acknowledgement will be placed in my personnel file.  

 
 
________________________________       _________________________________                                              
Authorized User - Signature   Supervisor - Signature 
 
 
 
Date:                       
 
Authorized User (print):         
 
Telephone No.:          
 
Cost Center:                                           
 
Supervisor (print):                       
 
Department:           
 
 
 
 
 
 
 
 
 
 
 
 
Note: Original signed Acknowledgement maintained by the appointing authority, copy of the  
Acknowledgement to Maricopa County Human Resources and to employee. 
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MARICOPA COUNTY ACCEPTABLE USE BANNER 
 
 
 
 

Acceptable Use Statement 
 

"By logging into and/or using County Computing Resources, I acknowledge that I have read, 
understand, agree, and will comply with the current County policy, A2609 - Acceptable Use of 
County Technology Resources".  My usage will be monitored for compliance and I accept all 
liabilities associated with any misuse on my part."   
 





















 
 

Use plain English  

Use location identifiers or function Title, ie. "Control", "Medical", "Shift Supervisor or Sgt", 
"Charge Nurse – state name" 

 

Know what you want to say before you key the mike 

Take a breath, relax and then speak slow and clear. 
 

Keep it short and simple 

Speak clear and concise.  
Don't use long/big words when a short and sweet one will do just as well (and probably 
better).  

 

Pause for breaks every now and then  

1. You need to ensure that the person on the other end is getting all the information.  
2. it gives a second for another person to add needed info or ask a question for clarification if 
needed. 

 

 Remember the whole world is listening 

Scanners abound. Make sure you want what you say to be public knowledge.  
 

 Talk across the mike, not into it.  

Hold it a couple of inches away from your face and speak at right angles "across" the mike 
instead of right into it. You'll be easier to understand. 

 

 Don't shout. Speak clearly instead.  

Shouting may cause distorting and makes you hard to understand. 
 

To be really sure you're getting through to the right person, a radio 
message should include who you're calling and who you are 

Here's a sample  
"Med Nurse Carrie CS521 to Available Shift Sergeant"  

 

  

 

 





 
 Correctional Health Services has procedures 
in place governing response during emergencies. 
These policies help make CHS a safe place to 
work; familiarizing yourself with policy J-A-07 will 
better prepare you for a real-life scenario. 

 
If you notice an emergency                Notify your supervisor 
 
If there is an unsafe or unsecured area  Do not enter 
 
If you’re notified of an emergency                    Gather information 

 
If called back to work                     Report to designated triage area 
 

Other Important Items

 
     Maricopa County policy HR2406 prohibits 
harassment in the workplace. Harassment is 
defined as an unlawful practice which is so 
severe and pervasive as to alter an employee’s 
working conditions, and create a hostile working 

environment based on race, color, religion, national origin, 
sex, age, or disability. 
 
If you feel you’ve been the subject of harassment: 

You are not required to confront the individual you 
believe to be engaging in inappropriate activity, though 
you may advise the person of their behavior. 
You are encouraged to formalize your statement in 
writing—a standard for is available for this purpose. 
Send your complain to your immediate supervisor. If 
they are the subject of the complaint, send it to the next 
level of department supervision. 
You must bring your complaint within 
300 days of the incident. Submissions 
after this date will be reviewed on a case
-by-case basis. 

 
What happens next? 

The county will investigate your claim and take 
appropriate actions—see HR2406 for more information. 

 
Employers are required to notify employees of potential hazards in the workplace and take steps to mitigate these hazards. 

Employees are responsible for following established precautions and participating in training. 

Correctional Health Services 
Education 

 W:\A_thru_F\Education\Orientation\Registry\Handouts 

Act  
Now 
(Red) 

Pending 
and  

Severe 
(Yellow) 

Wounded 
Stable 

(Green) 

Dead or 
Dying 

(Grey) 

An Incident Command 
Center is formed during 
emergencies 
Emergencies are fully 
documented 

Drills are conducted for 
each shift annually 
Detention personnel can 
assist medical staff, within 
scope of certification 

STOP and REPORT electrical safety violations 
Physical hazards: wet floors, bare wires, 

overloaded circuits, cords under rugs, 
overheated wall plates, and power lines. 

Behavioral hazards: indifference, lack of 
knowledge, working under stress, taking 
shortcuts, not following safety precautions, 

and not reporting violations. 

Potential for fires in facilities is high 
RACE = Rescue anyone in danger, Activate 

alarm, Contain fire, Extinguish (if safe to do so) 
PASS = Pull pin, Aim low, Squeeze handle, 

Sweep side to side 
Elements of a fire include heat, air, and fuel 
Extinguishers are designed to meet specific 

needs; CHS uses the ABC (multipurpose) extinguisher 

Hazard Communication 
Hazardous materials are identified by labels and proper 
terminology. Categories include physical, health, and 

environmental hazards. CHS maintains Safety Data Sheets 
provided by chemical manufacturers at U:\MSDS-Material 

Safety Data Sheets. 
Vapors, spills, and smells could indicate a hazard. Know the 

hazards in your work area and exercise good judgment. Wear 
protective equipment and call for assistance if needed. Read 

labels and follow all guidelines. 
 
 


